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Executive summary



The increased use of Generative Artificial Intelligence (GenAl) tools has introduced both benefits
and risks for freedom of expression. While these tools can enhance creativity, access to information,
and civic engagement, they also pose significant risks such as the spread of information disorder,
algorithmic bias and personal data misuse. In addressing these risks in African contexts, this
research report presents an analysis of the intersection between GenAl and the right to freedom of
expression in eight countries across Eastern and Southern Africa: Ethiopia, Kenya, Rwanda, South
Africa, Tanzania, Uganda, Zambia, and Zimbabwe. It explores the constitutional, policy and institutional
frameworks governing GenAl and related rights, including privacy, data protection, copyright, corporate
accountability, and access to justice.

This report aims to fill a critical research gap by assessing how national legal systems in the region are
responding to GenAl and the possibility of aligning them with international human rights standards.
Some of the report findings show that while constitutional protections for freedom of expression
exist, they are rarely and inconsistently applied to GenAl-related challenges and further constrained
by legal frameworks that do not address the emerging risks posed by GenAl tools. None of the
countries analysed have GenAl-specific legislation as they rely on general ICT and media laws, which
raises concerns about their legal clarity and compliance with international human rights standards.
The existing Al strategies and data protection laws also lack explicit human rights safeguards and
mechanisms for corporate accountability. Additionally, copyright and intellectual property protections
for artists and legal remedies for GenAl-related harms remain inadequate. These findings show
the need for harmonised and rights-based regulatory approaches that balance innovation with the
protection of fundamental rights.

The report proposes a multi-stakeholder approach to GenAl governance and emphasises the need
for rights-based, inclusive, and harmonised reforms. Some of the key recommendations include
governments’ review of applicable legislation, strengthening oversight institutions, mandating human
rights impact assessments, and integrating Al ethics into public educational systems. International
bodies are urged to develop interpretive guidance on GenAl and human rights for governments
and tech companies that develop and deploy GenAl tools, support capacity-building for different
stakeholders involved in the GenAl value chain, and promote African perspectives and realities in
global GenAl governance. Technology companies should conduct human rights impact assessments
for GenAl tools, ensure transparency in GenAl system audits, and address harms posed to affected
communities. National Human Rights Institutions are also urged to monitor the impacts of GenAl
on human rights, provide legal advice to governments on best standard practices and facilitate
public complaints mechanisms to address GenAl harms. Civil society and academia are enjoined
to advocate for inclusive Al policies, raise public awareness, and produce interdisciplinary research
on the impact of GenAl on freedom of expression and other related rights.

This report demonstrates the need for rights-based regulatory frameworks to ensure that GenAl
technologies support rather than undermine freedom of expression and related rights. Without
proactive legal and policy interventions, the transformative potential of GenAl may be overshadowed
by its capacity to exacerbate existing human rights harms and inequalities in African contexts.
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Definition of key terms

o refers to the ability of individuals to obtain a fair and effective
remedy through judicial and non-judicial legal institutions for violation of rights.

o refers to systematic and repeatable errors in a computer
system that create unfair outcomes, such as privileging one arbitrary group of
users over others.

o refers to a legal right that grants the creator of original works exclusive
rights to use and distribute their work for a limited time to encourage creativity
and innovation.

o refers to the responsibility of companies to respect
human rights, prevent harm, and provide remedies when their operations
negatively impact people or the environment.

o refers to the legal and technical measures that safeguard
personal data from unauthorised access, use, disclosure, alteration, or destruction.



refers to Al systems that can generate content
such as text, images, or audio, often using deep learning models trained on large
datasets.

refers to a tool for identifying,
understanding, and mitigating the human rights impacts of a business operation
or policy.

refers to an umbrella term encompassing various forms of
problematic content including disinformation, misinformation and malinformation.

refers to creations and expressions of the mind protected
by law through patents, copyright and trademarks.

refers to neural networks trained on massive datasets
to understand and generate human-like language for a wide range of tasks.

refers to any negative impact experienced by an individual or
communities as a result of digital interactions or content which includes threats
to safety, dignity, privacy and well-being which may involve speech, harassment,
manipulation or exploitation.

refers to a framework for the process of human
development that is based on international human rights standards and
operationally directed at promoting and protecting human rights.

refers to any act committed,
assisted, aggravated or amplified by digital technologies which includes
behaviours such as cyberstalking, image-based abuse, doxing, online harassment
and sextortion.
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Generative Artificial Intelligence (GenAl) systems hold promise for freedom of expression through
creativity, access to information, and civic engagement. However, these systems, which also rely
heavily on Large Language Models (LLMs), are trained to process large datasets that can generate
misleading false content and profiling tools! Simultaneously, these systems introduce complex human
rights challenges particularly concerning the right to freedom of expression, including privacy, data
protection, intellectual property, corporate accountability and access to justice. In African contexts —
where digital literacy, regulatory capacity, and platform accountability are still limited - these systems
may cause local tensions, spread disinformation, and normalise hate speech.? These challenges
are compounded by the region’s evolving digital governance frameworks and the absence of
GenAl-specific legal instruments. In response, this report presents an analysis of the constitutional,
policy and institutional environments in eight African countries — Ethiopia, Kenya, Rwanda, South
Africa, Tanzania, Uganda, Zambia, and Zimbabwe — focusing on how GenAl intersects with freedom
of expression and related rights such as privacy, data protection, intellectual property, corporate
accountability, and access to justice.

The report relies on international and regional human rights standards, including the International
Covenant on Civil and Political Rights (ICCPR) and the African Charter on Human and Peoples’ Rights
(African Charter), existing literature from academia, civil society and media in its analysis to identify
key legal gaps, institutional challenges, and opportunities for reform. By mapping the current state
of national laws and policies, it aims to support policymakers, regulators, civil society, and other
stakeholders in developing rights-based approaches to GenAl governance. In a nutshell, it emphasises
the need for harmonised, transparent, and inclusive legal frameworks that safeguard fundamental
freedoms while enabling responsible innovation in the digital age.
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The rapid development of GenAl has introduced complex human rights challenges, particularly
concerning the right to freedom of expression.® These challenges intersect with broader issues such
as privacy and data protection, intellectual property rights, corporate responsibility, and access to
justice for Al-related harms. In African contexts, where digital governance frameworks are still evolving,
it is critical to assess how GenAl may affect these rights. To guide rights-based Al governance,
policymakers must engage with ongoing initiatives within the United Nations and African Union human
rights systems. These bodies are actively developing legal and policy guidance to help Member
States and stakeholders uphold freedom of expression while addressing the risks posed by GenAl.

United Nations human rights system

The United Nations human rights system has actively engaged Member States on the right to
freedom of expression in the context of emerging technologies including GenAl. These engagements
are rooted in the foundational principles of international human rights law, which emphasise the
importance of freedom of expression as a fundamental human right. The Universal Declaration of
Human Rights (UDHR) and the ICCPR both enshrine the right to freedom of expression, recognising
its critical role in promoting democracy, transparency, and accountability*

The Special Rapporteur on the promotion and protection of the right to freedom of opinion and
expression plays a crucial role in addressing the challenges posed by GenAl. Established by the
United Nations Commission on Human Rights in 1993, the mandate of the Special Rapporteur has
been extended multiple times by the United Nations Human Rights Council® The Special Rapporteur’s
reports and thematic studies provide valuable insights into how Al technologies can both enhance
and undermine freedom of expression. Although not exclusively focused on GenAl, the current
mandate holder has engaged with the broader implications of digital technologies, including Al, on
freedom of expression ¢ For instance, the Special Rapporteur released a call for submissions towards
a thematic report on “Freedom of Expression and Elections in the Digital Age” which explores the
role of Al'in shaping public discourse and its implications for democratic processes.” Other relevant
special procedures include the Special Rapporteur on the rights to freedom of peaceful assembly
and of association, and the Special Rapporteur on the right to privacy. These mandates address the
broader context of human rights in the digital age, including the impact of GenAl on the protection
of the right to freedom of expression®

The United Nations Educational, Scientific and Cultural Organization (UNESCO) has been at the
forefront of efforts to uphold freedom of expression in the development and deployment of GenAl?
In a UNESCO report on freedom of expression, artificial intelligence and elections, it noted that GenAl
has provided new ways for people to innovate in the information space but it may also hallucinate
and provide false information due to unrepresentative and outdated datasets which could negatively
impact information integrity© In another report by UNESCO on technology-facilitated gender-based
violence (TFGBY) in the era of GenAl, it found that more than 58% of young women and girls have
experienced online harassment on social media platforms noting that GenAl could lead to new
harms and attackers During World Press Freedom Day 2025, UNESCO, along with other UN bodies,
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issued a joint statement emphasising the continued relevance of freedom of opinion and expression
in today’s information ecosystem.” The statement highlighted the potential of Al technologies to
advance sustainable development but also warned of the risks associated with their misuse, such as
spreading disinformation, enabling surveillance, and restricting media diversity and press freedom.
UNESCO has also called on Member States to bridge digital divides, promote digital and media
literacy, and raise public awareness about the impact of Al tools on press freedom and the media®

The UN OHCHR B-Tech Project, which focuses on the application of the UN Guiding Principles
on Business and Human Rights (UNGPs) to technology companies, has also been instrumental
in developing a taxonomy of human rights risks connected to GenAl* This taxonomy provides a
framework for understanding how the development, deployment, and use of GenAl technology can
impact internationally protected human rights® The taxonomy identifies significant harms to people
related to GenAl, such as undermining entitlements guaranteed by international human rights law,
and highlights the importance of operationalising the UNGPs to address these risks.

Human rights due diligence is a critical component of Al governance across the entire Al lifecycle®
The UN human rights system advocates for integrating human rights considerations into every stage
of Al development and deployment” This approach ensures that human rights are not treated as
an afterthought but are central to the decision-making process. Companies and regulators are to
carry out thorough human rights impact assessments to identify potential risks and implement
measures to mitigate adverse impacts on freedom of expression and other fundamental rights®
The UN human rights system has also emphasised the importance of international collaboration
and capacity building to address the human rights implications of Al technologies.”

The intersection of freedom of expression with privacy, data protection, intellectual property, corporate
responsibility, and access to justice in the context of GenAl presents a complex and evolving challenge
under international human rights law. While GenAl can enhance the right to freedom of expression
by enabling new forms of creativity and access to information, it simultaneously raises significant
risks — such as the unauthorised use of personal data, infringement of intellectual property rights,
and the amplification of harmful or misleading content. These risks necessitate robust safeguards to
ensure that GenAl systems are developed and deployed in ways that respect privacy rights, uphold
copyright protections, and ensure corporate accountability in line with the UNGPs. Furthermore, the
lack of clear legal remedies for GenAl-related harms undermines the right to an effective remedy,
a core tenet of international human rights law. Addressing these intersecting concerns requires a
holistic and rights-based regulatory approach that integrates freedom of expression with broader
human rights protections throughout the GenAl lifecycle.
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African Union human rights system

The African Union (AU) human rights system has been actively engaged in promoting and protecting
the right to freedom of expression across the continent. This engagement is rooted in the African
Charter on Human and Peoples’ Rights (African Charter), which enshrines the right to freedom of
expression and access to information.?®° The AU has developed various instruments and mechanisms
to address the challenges posed by emerging technologies, including those that could be applied
to GenAl

The African Charter, adopted in 1981, is the cornerstone of the AU’s human rights framework. Article
9 of the Charter guarantees the right to receive information and the right to express and disseminate
opinions within the law. “Within the law” has been interpreted by the African Commission on Human
and Peoples’ Rights (ACHPR) to mean within international law.?' This provision underscores the
importance of freedom of expression as a fundamental human right essential for the promotion and
protection of all other rights. The ACHPR also established the mandate of the Special Rapporteur
on Freedom of Expression and Access to Information in Africa to monitor and promote these rights
across the continent.?? The Special Rapporteur plays a crucial role in addressing the impact of
emerging technologies, including GenAl, on freedom of expression. Through thematic reports, country
visits, and engagement with stakeholders, the Special Rapporteur provides valuable insights and
recommendations for ensuring that Al technologies are developed and deployed in a manner that
respects human rights.

In 2019, the ACHPR adopted the Declaration of Principles on Freedom of Expression and Access to
Information in Africa.?® This Declaration consolidates developments on freedom of expression and
access to information, guided by hard-law and soft-law standards drawn from African and international
human rights instruments and standards, including the jurisprudence of African judicial bodies.
The Declaration emphasises the importance of freedom of expression and access to information
in the digital age, recognising the transformative impact of the internet and digital technologies on
these rights. The Declaration includes specific principles that address the challenges posed by
digital technologies, including Al. Principle 5, for example, focuses on the protection of the rights to
freedom of expression and access to information online. It calls on States to adopt legislative and
other measures to ensure that individuals can freely express themselves and access information
online without undue interference. This principle is particularly relevant in the context of GenAl,
as it underscores the need for regulatory frameworks that protect freedom of expression online.
Additionally, Principle 22 requires states to repeal laws that criminalise sedition, insult and publication
of false news as found in many cybercrime and electronic communication laws in African contexts.

The African Union Convention on Cyber Security and Personal Data Protection (Malabo Convention)
which was adopted in 2014 and came into force in 2023, also plays a significant role in addressing the
challenges posed by digital technologies, including GenAl?* The Convention provides a comprehensive
framework for ensuring cybersecurity and protecting personal data, which are critical for safeguarding
freedom of expression in the digital age. It calls on Member States to adopt legislative measures to
protect personal data and ensure the security of digital commmunications, thereby creating a safe
and enabling environment for freedom of expression online.
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The AU Continental Strategy for Artificial Intelligence, adopted in 2024, aims to harness Al for sustainable
development while ensuring that Al technologies are developed and deployed in a manner that
respects human rights.?® The Strategy emphasises the importance of ethical Al governance and
calls for the integration of human rights considerations into Al policies and practices. It provides a
roadmap for Member States to develop national Al strategies that align with international human
rights standards and promote inclusive and equitable benefits from Al technologies.

Resolution 473 (EXTOS/ XXXI) 2021, adopted by the ACHPR, underscores the need to address the
increasingly significant impact of Al, robotics, and other emerging technologies on human rights across
the continent.?® The Resolution recognises that these technologies present both opportunities and
challenges for the promotion and protection of human rights in Africa. It calls for comprehensive and
multidisciplinary research on the legal, ethical, safety, and security opportunities and challenges raised
by Al technologies. The Resolution also emphasises the importance of framing the development and
deployment of such technologies within the context of African values, ethics, and human dignity.

In line with Resolution 473, the African Commission has undertaken a study on the impact of Al, robotics,
and other new and emerging technologies on human and peoples’ rights in Africa?” The study aims
to develop guidelines and norms that address issues relating to Al technologies and their impact on
human rights. The study involves extensive consultations with experts, stakeholders, and the wider
public to ensure a comprehensive understanding of the challenges and opportunities presented by Al.
The draft study? has been reviewed and validated through various workshops and meetings, and the
African Commission continues to invite comments and inputs from stakeholders to refine the study.

Within the African Union human rights system, the intersection of freedom of expression with privacy
and data protection, intellectual property, corporate responsibility, and access to justice in the context
of GenAl is increasingly recognised as a critical area for regulatory attention. Instruments such as
the African Charter on Human and Peoples’ Rights and the Declaration of Principles on Freedom
of Expression and Access to Information in Africa provide a foundational framework for protecting
these rights in the digital age. However, while these instruments acknowledge the transformative
impact of digital technologies, including Al, they do not yet offer comprehensive guidance on the
specific challenges posed by GenAl — such as the unauthorised use of personal data, algorithmic
bias, and the reproduction of copyrighted content without consent. The AU’s emerging initiatives,
including the Continental Al Strategy and Resolution 4/3 signal a growing commitment to ethical Al
governance, but implementation remains uneven across Member States.

While both the United Nations and African Union human rights systems have initiated efforts to
address the broader human rights risks associated with GenAl, there remains a notable gap in focused
attention on its specific impact on the right to freedom of expression and related rights. One of the
efforts seeking to respond to this gap is the UN’s B-Tech Project which focuses on mainstreaming
the application of the UNGPs to the technology sector in domestic contexts. The project offers one of
the most comprehensive frameworks through its taxonomy of GenAl-related human rights risks, yet it
does not fully explore the nuanced implications for freedom of expression. Given the interconnected
nature of this right with others particularly within different national contexts, there is an urgent need
for analysis and guidance focused on specific rights especially those that can be adopted in African
contexts. This includes deepening interdisciplinary research and developing specific frameworks
that assess the impact of GenAl and propose concrete legal and policy measures to safeguard
expression and related rights in the digital age.
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This section examines the constitutional, policy and institutional frameworks governing the right to
freedom of expression and GenAl in eight countries across Eastern and Southern Africa: Ethiopia,
Kenya, Rwanda, South Africa, Tanzania, Uganda, Zambia, and Zimbabwe. It also reviews how
other related rights such as privacy and data protection, intellectual property rights, corporate
responsibility and access to justice and remedies for GenAl-related harms are impacted by GenAl.
Using international human rights standards as guidance, it spotlights how existing provisions directly
or indirectly regulate freedom of expression in the context of GenAl, demonstrating both enabling
mechanisms and restrictive measures. The review also identifies important legal and policy gaps
that may hinder effective regulation of GenAl and the protection of fundamental rights that provides
a foundation for targeted reforms and regional policy alignment to address the borderless nature
of Al harms and opportunities.

As provided for in the constitutions of the countries under examination, the right to freedom of
expression affirms individuals’ rights to express opinions, share ideas and access information - rights
that GenAl can significantly amplify by enabling the large-scale creation and dissemination of content
such as texts, images and videos. However, the same capabilities that make GenAl a powerful tool for
communication also introduce risks such as the spread of information disorder, algorithmic bias, and
the misuse of personal data.?’ These risks threaten the integrity of this fundamental right and other
associated rights. As such, balancing the benefits of GenAl with appropriate human rights safeguards
is essential to ensure that freedom of expression is preserved in the digital age in African contexts.

International instruments such as the ICCPR and the African Charter clearly articulate the right to
freedom of expression and this right is closely interlinked with the rights to privacy and data protection
— particularly in the context of GenAl. While freedom of expression protects the right to seek, receive,
and impart information, it must be exercised in a manner that respects the right to privacy, which
seeks to protect individuals from arbitrary surveillance and misuse of personal data.*® For example,
GenAl systems’ dependence on LLMs, which also utilise vast datasets that may contain personal or
sensitive information, raises concerns about data protection and the potential for amplifying private
content without consent®' As a result, it is important to ensure that GenAl technologies respect
privacy while enabling free expression. This requires robust domestic legal frameworks and ethical
standards from both government and business actors that promote transparency, accountability,
and harm minimisation — especially within African contexts where regulatory capacity may vary and
be limited.

Intellectual property rights further complicate the governance of GenAl especially in the context of
exercising the right to freedom of expression. This is because as much as GenAl can democratise
creativity by enabling users to generate new forms of expression, it frequently draws on copyrighted or
proprietary materials which raises complex legal and ethical questions around ownership, attribution,
and fair use* All the countries under review are signatories to the Berne Convention for the Protection
of Literary and Artistic Works which provides a global standard for protecting authors’ rights while
supporting the free flow of information.®® There is a need for striking a balance between protecting
intellectual property and freedom of expression to also encourage inclusive access to knowledge
and representative cultural participation.

International human rights frameworks place a responsibility on businesses, particularly those
developing and deploying GenAl to ensure that their technologies do not undermine freedom of
expression® Under international human rights frameworks such as the UNGPs, businesses are
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expected to respect human rights throughout the lifecycle of their technologies. This includes
ensuring that GenAl systems are trained, moderated, and deployed in ways that prevent and mitigate
human rights risks before, during and after their development. In African contexts, where regulatory
policy and oversight may be limited, corporate transparency, ethical governance, and accessible
mechanisms for redress stand in the gap in ensuring the alignment of technological innovation with
human rights standards.

Lastly, the right to freedom of expression is strongly connected to access to justice and the availability
of effective remedies as GenAl systems increasingly influence public discourse and decision-making.®®
GenAl users must have clear and accessible pathways to challenge violations of their rights. For
example, in a recent research that analysed 500 court cases concerning Al systems in 39 countries
including Kenya, South Africa, Uganda and Zimbabwe, 56 cases were focused on intellectual property,
92 cases on legal profession concerns and 49 cases were on administrative use of Al systems2¢ This
research shows the positive growth in awareness about judicial redress in Al-related disputes and
strong relationship between Al systems accountability, intellectual property and access to justice.
Ensuring accountability through transparent legal processes and meaningful remedies empowers
individuals to defend their rights and reinforces the role of GenAl as a tool that supports, rather than
undermines, freedom of expression and other rights.
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In May 2025, the Ethiopian Prime Minister called on African countries to adopt indigenous Al for
Africa’s development,®” a call that aligns with Ethiopia’s broader ambition to position itself as Africa’s
‘Al giant’*® While efforts to adopt Al tools in Ethiopia have been geared towards development, there
are currently limited or yet to be seen efforts to incorporate human rights, freedom of expression and
GenAl. A report on Al use cases in Ethiopia identifies the application of Ethiopia’s law on copyright
and digital content creation but there was no mention of human rights, GenAl or the right to freedom
of expression specifically.®”

The right to freedom of expression is enshrined in Article 29 of the Constitution of the Federal
Democratic Republic of Ethiopia (Proclamation No. 1/1995). This provision guarantees individuals the
freedom to seek, receive, and impart information and ideas through any media. This underscores the
need for fostering open discourse and access to information. The Media Proclamation No. 1238/2021
seeks to uphold media freedom but does not directly address the implications of GenAl technologies
on the right to freedom of expression.*® Meanwhile, the Hate Speech and Disinformation Prevention
and Suppression Proclamation No. 1185/2020 criminalises the dissemination of false information and
hate speech via ICTs, which may indirectly apply to GenAl-generated content# Regulatory bodies
such as the Ethiopian Broadcasting Authority and the Ethiopian Communications Authority play a
pivotal role in enforcing media laws and promoting responsible ICT use, thereby supporting the
integrity of public discourse.
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Similarly, Article 26 of the Constitution provides for the right to privacy and the provision is further
reinforced by the Personal Data Protection Proclamation No. 1321/2024. This law provides for detailed
requirements for the collection, processing, and storage of personal data, mandating explicit consent
and robust security measures. While the law does not specifically refer to GenAl, its general principles
are applicable to Al-related data processing.*? The proposed Ethiopian Data Protection Commission
(EDPC), alongside the Ethiopian Human Rights Commission (EHRC) and the Ethiopian Communications
Authority, have the responsibilities of overseeing the implementation of privacy and data protection
laws as they are instrumental in ensuring that data controllers uphold individuals’ privacy rights in
an increasingly digital environment.

In Ethiopia, intellectual property rights are governed by the Copyright and Neighbouring Rights
Protection Proclamation No. 410/2004. The law provides comprehensive protection for literary, artistic,
musical, and digital works, including computer programs.*® Authors of these works are granted both
economic and moral rights which gives them control over the use and integrity of their creations. The
Ethiopian Intellectual Property Authority (EIPA) is responsible for administering and enforcing these
rights however, the current legal framework does not directly address the status of Al-generated
content under the law. Despite this, existing copyright principles may potentially be extended to
cover GenAl outputs only if a human can demonstrate meaningful creative contribution, potentially
offering a degree of protection to creators in the digital age. If a GenAl model is trained on copyrighted
mMaterials without the copyright holder’s authorisation, this could potentially constitute an infringement.

Ethiopia has also taken steps toward aligning with international human rights standards, particularly
the UN Guiding Principles on Business and Human Rights (UNGPs). The EHRC, in collaboration with
international partners, has facilitated multi-stakeholder dialogues and awareness-raising initiatives
aimed at integrating the UNGPs into national policy. Although a commitment to develop a National
Action Plan (NAP) on Business and Human Rights was included in the 2016 - 2020 National Human
Rights Action Plan, it has yet to be realised.** The government’s broader plan to attract foreign
direct investment includes efforts to ensure corporate respect for human rights# However, there
are currently no direct legal or administrative measures requiring technology companies including
those deploying GenAl, to comply with the UNGPs.

Article 37 of the Ethiopian Constitution affirms every individual's ability to bring justiciable matters
before a court and seek remedies for rights violations. This right is supported by various legal and
institutional mechanisms including the EHRC which plays a central role in promoting human rights,
conducting investigations, and advocating for legal reforms?# However, despite these provisions,
systemic issues such as prolonged court cases, limited resources, and geographic differences
hinder effective access to justice, particularly in rural areas in Ethiopia.# Additionally, the absence
of GenAl-specific legal remedies presents a significant gap in seeking and getting appropriate
remedies for potential human rights harms. As it stands, victims of GenAl-related harms may pursue
redress through general human rights or other litigation channels, but the lack of specific regulations
complicate efforts to address the unique risks associated with GenAl tools.
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There is an increase in the use of GenAl tools in Kenya* It has been adopted by different business
sectors and the Kenyan public® In some specific instances, these tools have been used to drive
political dissent®® and it has been reported that some social media users have been allegedly
abducted by law enforcement officers in connection with anti-government Al generated content®
These issues not only raise a need for assessing the legal and policy landscape in Kenya regarding
freedom of expression and GenAl, but they also bring forward the question of regulating GenAl tools
and ensuring that the right to freedom of expression is promoted and protected due to its increasing
proliferation and accessibility.

The Constitution of Kenya, 2010 provides for the right to freedom of expression under Article 33,
which guarantees the right to express opinions and ideas® However, this right is not absolute as
it is limited in cases of propaganda for war, incitement to violence, hate speech, and advocacy of
hatred. In addition to this, the Kenya Information and Communications Act (KICA), 1998 regulates
broadcasting and electronic communications to ensure that content dissemination aligns with
legal and ethical standards® The Computer Misuse and Cybercrimes Act, 2018, criminalises the
intentional publication of false information through ICTs which is a provision that may be applied
to GenAl-generated content> Kenya published a National Artificial Intelligence Strategy in March
2025. While the National Artificial Intelligence Strategy notes the transformative potential of Al and
recognises the risks associated with its misuse, it does not explicitly address the implications of
GenAl on freedom of expression, relying instead on general legal instruments that may not fully
capture the technology’s unique risks%®
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The governance of GenAl in Kenya is currently anchored in existing legal frameworks such as the
Constitution, the Data Protection Act, 2019 and the Computer Misuse and Cybercrimes Act, 2018. The
Kenya Bureau of Standards (KEBS) has also developed the draft Information Technology — Artificial
Intelligence — Code of Practice for Al Applications ¢ These instruments are enforced and implemented by
key state institutions such as the Ministry of ICT and the Digital Economy, the Communications Authority
of Kenya (CAK), and the Office of the Data Protection Commissioner (ODPC). They play an important
role in regulating the ICT sector to ensure compliance with data protection laws and safeguarding
individual rights in the digital age.

Privacy rights in Kenya are firmly rooted in Article 31 of the Constitution, which protects individuals
from unwarranted searches, seizures, and the unauthorised disclosure of personal information. The
Data Protection Act, 2019 operationalises this right by establishing a comprehensive framework for the
protection of personal data® It mandates that data controllers and processors rely on a lawful basis
including obtaining informed consent from data subjects and implement appropriate security measures
to protect personal information which may be applicable in the context of GenAl and LLMs which
utilises vast datasets® The Act establishes the ODPC as the primary regulatory authority overseeing
data protection compliance and they may be supported by other regulatory agencies such as the
CAK in enforcing compliance®® Although there are no GenAl-specific data protection laws in Kenya,
the existing framework may be directly applied to Al technologies which offers a degree of oversight
and accountability.

In the context of intellectual property, Kenya’s Copyright Act No. 12 of 2001 provides robust protection for
a wide range of creative works, including literary, musical, artistic, and audio-visual content® The law
provides authors of these works with exclusive rights to control the use, reproduction, and distribution
of their works. The Kenya Copyright Board (KECOBO) is responsible for administering and enforcing
copyright laws, conducting public awareness campaigns, and offering legal advisory and mediation
services® While the Act does not directly address Al-generated content, its general provisions may
be interpreted to extend protection to Al outputs, and the use of copyrighted works to train GenAl
language models may infringe copyright.

Kenya has also made significant progress in aligning its national policies with the UNGPs. As a member of
the UN Human Rights Council, Kenya has a National Action Plan (NAP) on Business and Human Rights .2
This NAP was spearheaded by the Office of the Attorney General and the Kenya National Commission
on Human Rights and it outlines a strategic approach to preventing and addressing human rights abuses
by businesses though there were no specific mentions of GenAl and other emerging technologies.
The NAP was developed through extensive stakeholder consultations which consolidates existing
efforts and sets policy priorities for the next five years (2020-2025). However, it does not specifically
address the human rights challenges posed by GenAl which leaves a gap in the regulatory framework
for technology companies operating in this space.

Article 48 of the Constitution obligates the state to ensure that all individuals can access legal remedies.
The Judiciary, through the Judicial Service Commission, plays a key role in fulfilling these responsibilities
which includes the administration justice, while the Office of the Ombudsman addresses complaints
against public officials and institutions®® Kenya’s legal system supports alternative dispute resolution
(ADR) mechanisms, such as mediation and arbitration, which also offer efficient and cost-effective
means for resolving disputes. However, despite these provisions, there are no specific legal mechanisms
for addressing harms caused by GenAl. Victims must rely on general legal channels which may not
adequately address the complex issues associated with GenAl technologies.
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Rwanda
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The adoption of GenAl tools across sectors such as education, agriculture, and digital entrepreneurship
is increasing in Rwanda** Rwandan youth and tech innovators are integrating these tools into daily
workflows and creative industries. However, alongside these positive developments, there is a growing
concern about the potential misuse of GenAl in Rwanda, particularly in ways that could violate
the right to freedom of expression®® Specific documented cases are currently limited but regional
and global trends, combined with Rwanda’s increasing digital transformation goals, highlight the
importance of proactive safeguards to prevent such harms®® The lack of clear legal remedies and
limited digital literacy among marginalised populations further complicates access to justice. This
situation amplifies the importance of reviewing Rwanda’s legal and policy frameworks on GenAl
and freedom of expression to ensure that innovation is balanced with protections against emerging
forms of harms through GenAl use.

The Constitution of 2003 of Rwanda (as amended) provides individuals with the right to express
their opinions, while also allowing for restrictions aimed at preserving national unity, social order, and
public morals® This balance between freedom and responsibility is further provided for by Law No.
60/2018 on the Prevention and Punishment of Cybercrimes, which criminalises the use of ICTs to
publish indecent information and rumours, provisions that are increasingly relevant in the context of
GenAl*® While Rwanda does not yet have specific legislation targeting GenAl, the country’s National
Al Policy outlines a framework for the ethical and responsible development and deployment of Al
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technologies®” State institutions such as the Rwanda Utilities Regulatory Authority (RURA) and the
Rwanda Media Commission are central to enforcing ICT and media laws, promoting responsible
digital practices, and safeguarding freedom of expression while also mitigating the risks associated
with Al-generated misinformation.

Regarding data protection and privacy, Rwanda has established a comprehensive legal framework
through Law No. 058/2021 of 13/10/20217° This legislation aims to empower individuals with control
over their personal data, ensure secure data flows, and provide regulatory clarity for businesses. The
law provides for data controllers and processors to obtain clear and unambiguous consent before
processing personal data and mandates the implementation of stringent security measures. It also
provides for the handling of sensitive personal data and guarantees data subjects the rights to
access, rectify, and erase their information. However, the law does not specifically address GenAl but
its principles are applicable to Al-driven data use and processing. Oversight is provided by the Data
Protection and Privacy Office, which is responsible for ensuring compliance and protecting citizens’
data rights.

In Rwanda, the intellectual property and copyright regime is governed by Law no. 055/2024 of 20/06/2024
on the Protection of Intellectual Property.”' The purpose of this law is to protect intellectual property and
it provides a broad range of protection for creative works, including literary, musical, artistic, and audio-
visual content, as well as computer programs and architectural designs. Authors of such works are
granted exclusive rights to control the use, reproduction, and distribution of their works.”? The Rwanda
Development Board (RDB) is tasked with administering and enforcing these rights, conducting public
awareness campaigns, processing applications, and ensuring legal compliance. There are currently
no GenAl-specific provisions, however, the existing intellectual property and copyright framework may
extend to Al-generated content if there is sufficient human authorship involved, potentially protecting
creators’ rights in the digital era, and the use of copyrighted material in the training of GenAl systems
may infringe the reproduction rights of the copyright holders.

Rwanda has also demonstrated a commitment to integrating human rights into its development agenda.
The RDB and RURA play important roles in implementing business and human rights frameworks, and
the country’s Vision 2050 and National Strategy for Transformation (NST1) reflect efforts to include
human rights considerations into national planning. However, Rwanda has not yet developed an action
plan on Business and Human Rights. The current policies emphasise inclusive growth, climate resilience,
and good governance but they do not address the human rights implications of GenAl directly and
this gap showcases the need for more specific measures to ensure that technological innovation is
in line with human rights standards.

Access to justice in Rwanda is constitutionally guaranteed, with Article 18 affirming the right of every
individual to seek legal redress and obtain remedies for rights violations. The judiciary, led by the
Supreme Court and supported by other judicial bodies, have the responsibility to ensure that justice
is accessible to all. The Office of the Ombudsman also strengthens accountability by addressing
complaints against public officials and institutions.”> Rwanda has made notable progress in expanding
this right through legal aid programmes and community-based dispute resolution mechanisms.
However, the legal system does not provide for specific provisions for addressing harms caused by
GenAl. Victims of GenAl harms may pursue remedies through general human rights or civil litigation
processes but the lack of targeted regulations makes it difficult to effectively address the unique
challenges posed by GenAl technologies.
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In South Africa, GenAl is not only seen as a game changer by business executives, but also potentially
beginning to slowly impact elections. In terms of the business prospects in South Africa, 96% of
respondents in a report are planning further investments in GenAl while 84% have a well-defined
GenAl strategy in place.”* Regarding the impact of GenAl in elections, there is limited proof that Al-
powered information disorder could significantly impact electoral processes in South Africa.”® This is
because online harms are still mostly powered by traditional sources rather than Al tools. However,
in both contexts of business and elections, there are concerns that laws and policies that could
regulate GenAl are currently not fit for purpose.

The Constitution of the Republic of South Africa, 1996, is a cornerstone for protecting freedom of
expression. Section 16 guarantees this right while excluding propaganda for war, incitement of imminent
violence, and hate speech. These constitutional protections are reinforced by the Promotion of Equality
and Prevention of Unfair Discrimination Act (PEPUDA) and which prohibits unfair discrimination.” In
addition, the Prevention and Combatting of Hate Crimes and Hate Speech Act,”” signed into law in
May 2024 but not yet in force pending a commencement date, will introduce specific offences for
hate speech and hate crimes. The Cybercrimes Act of 2020 also substantiates this framework by
addressing malicious communications disseminated through electronic means which are increasingly
relevant in the context of GenAl-generated content.”® South Africa does not yet have specific
legislation targeting GenAl however, the National Al Policy Framework provides strategic guidance
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for the ethical development and use of Al technologies.”” Additionally, state institutions such as the
Independent Communications Authority of South Africa (ICASA) and the South African Human Rights
Commission (SAHRC) play an important role in ensuring that freedom of expression is upheld while
addressing the risks associated with GenAl.

The right to privacy is similarly well-protected under South Africa’s Constitution as enshrined in the
Bill of Rights. This right is further operationalised through the Protection of Personal Information Act
(POPIA) of 2013, which came into full effect in 20218° POPIA regulates the processing of personal
information by both public and private entities while establishing conditions for lawful data processing
which includes the requirement for consent, data accuracy, and the implementation of security
safeguards. POPIA also establishes the Information Regulator, an independent authority responsible
for overseeing compliance and addressing data protection complaints. POPIA does not specifically
address GenAl but its provisions may apply to data processing by Al systems which may offer a
degree of oversight and accountability in the digital age.

South Africa’s copyright regime is governed by the Copyright Act No. 98 of 1978 (Copyright Act). It
protects a range of creative works, including literary, musical, artistic, and audio-visual content, as
well as computer programs.®' The Copyright Act grants authors exclusive rights to control the use,
reproduction, and distribution of their works. The Companies and Intellectual Property Commission
(CIPC) is the state institution responsible for administering registration of companies and certain
intellectual property rights, including patents, trade marks, designs and copyrights in films. Other
copyright works arise automatically and are not registered with CIPC.. The Copyright Act does not
explicitly address Al-generated content. It does, however, recognise “computer-generated works,”
with authorship deemed to vest in the person who undertook the necessary arrangements for
the creation of the work. This provision, which predates modern Al, has not been tested in South
African courts, but it could arguably apply to works produced with the assistance of GenAl, provided
a human can be identified as making a meaningful creative contribution. The use of copyrighted
works to train Al systems without a licence could constitute infringement, as South African law does
not include a general text and data mining exception. While the Copyright Act provides limited fair
dealing defences (such as for private study, research, criticism, review or reporting current events),
these are narrowly construed and unlikely to justify large-scale Al training. This position may change if
the Copyright Amendment Bill (B13-2017) (Bill) is enacted, as it proposes a general “fair use” defence
which could expand the legal scope for using copyrighted works in Al development. The President
formally referred the Bill to the Constitutional Court in October 2024 for judicial review. The case
was heard in May 2025 and judgment is pending.

South Africa has also demonstrated leadership in promoting business and human rights. The
country has been at the forefront in referencing the UNGPs in judicial and quasi-judicial decisions #?
The SAHRC and the Department of Justice and Constitutional Development are key institutions in
this regard. Although, the National Action Plan (NAP) on Business and Human Rights is still under
development, South Africa has made some progress in integrating the UNGPs into national policy.
The National Al Policy Framework, published in 2024, emphasises the importance of ethical Al
development and the responsibility of businesses to respect human rights. However, there are no
specific legal requirements for technology companies to comply with the UNGPs in the context of
GenAl, highlighting a regulatory gap.
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Access to justice is a fundamental right guaranteed by Section 34 of the Constitution, which
affirms every individual’s right to access courts and obtain remedies for rights violations. The South
African Judiciary, which includes the Constitutional Court and other judicial bodies, plays a central
role in ensuring that justice is accessible to all. The Public Protector South Africa also enhances
accountability by addressing complaints against public officials and institutions.8 South Africa’s
legal system supports alternative dispute resolution (ADR) mechanisms, which includes mediation
and arbitration that offer efficient and cost-effective means of resolving disputes. In February 2025,
the South Africa Competition Authority recommended that publishers be allowed to collectively
bargain with companies that develop and use Al tools to ensure fair compensation for the use of
their content for training purposes. However, despite these mechanisms, there are currently no
specific legal provisions addressing GenAl harms. Victims’ recourse lies in existing judicial and non-
judicial mechanisms, which may not adequately address the ever-evolving issues associated with
GenAl technologies.

REUTERS/Mike Hutchings
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Tanzania 224
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Like many other African countries, Tanzania is also focused on the developmental benefits of Al tools
including GenAl in the education, healthcare and finance sectors £ Recently, the Tanzanian judiciary
introduced Al use into its transcriptions and translations® In November 2024, a firm introduced a
GenAl tool specifically for Swahili speakers called “Pawa.”®” However, despite a promising future for
GenAl adoption in Tanzania, there are currently no specific legal or policy commitments towards
addressing the risks posed to the right to freedom of expression and other rights by the development
and deployment of GenAl tools such as spreading information disorder, algorithmic bias and
deepening existing digital inequalities.

The Constitution of the United Republic of Tanzania, 1977 provides for the right to freedom of expression
under Article 18 but allows limitations to protect public interest® The Cybercrimes Act, 2015 criminalises
the publication of false information using ICTs while the Electronic and Postal Communications Act
(EPOCA) regulates electronic communications and content dissemination, which may be applied
to GenAl® Further, the Electronic and Postal Communications (Online Content) Regulations, 2020
(as amended) updated the Third Schedule (Prohibited Content) to prohibit unethical, fabricated
and artificial intelligence-generated content including video clips, audio and still pictures. Tanzania
does not have specific laws for GenAl but is currently developing a National Al Policy” while relying
on existing frameworks like the Cybercrimes Act and EPOCA. In 2018, ARTICLE 19 raised concerns
that some provisions of the EPOCA (Online Content) Regulations did not meet international human
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rights standards on freedom of expression.” The Tanzania Communications Regulatory Authority
(TCRA) and the National Information and Communication Technology Commission (NICTC) are key
institutions regulating communications and ICT policies. These institutions seek to ensure that the
use of GenAl aligns with legal standards and protects the rights of individuals.

The right to privacy is guaranteed under Article 16 of the Constitution of the United Republic of
Tanzania, 1977. The Personal Data Protection Act of 2022, Cybercrimes Act, 2015, and the Electronic
and Postal Communications Act (EPOCA) provide a legal framework for data protection and privacy.
The Personal Data Protection Act came into effect on 1 May 2023 and provides for general principles
of data protection”? These laws criminalise unauthorised access to personal data, the publication
of false information, and the misuse of electronic communications. The laws require data controllers
and processors to implement security measures to protect personal information and obtain consent
from data subjects before processing their data? The general principles of data protection and
privacy laws apply to the use of Al technologies in the absence of a specific law on GenAl. The
Personal Data Protection Commission (PDPC), TCRA and NICTC are key institutions responsible for
overseeing data protection practices and ensuring compliance with the law.

Tanzania’s intellectual property and copyright law is governed by the Copyright and Neighbouring
Rights Act No. 7 of 1999. It provides protection for literary, musical, artistic, and audio-visual works,
as well as computer programs? The Act grants authors exclusive rights to control the use and
distribution of their works, including reproduction, adaptation, and public performance. The Copyright
Society of Tanzania (COSOTA) and the Business Registration and Licensing Agency (BRELA) oversee
the administration and enforcement of intellectual property rights in Tanzania. COSOTA and BRELA
conduct public awareness campaigns, processes applications for intellectual property rights, and
ensures compliance with the law. The existing copyright framework may apply to Al-generated
content in order to potentially protect creators’ rights in the digital age, while use of copyrighted work
for purposes of training GenAl systems without prior approval or licence may potentially amount to
copyright infringement.

Tanzania’'s Commission for Human Rights and Good Governance (CHRAGG) has been advocating for
the development of a NAP on Business and Human Rights.”® A National Baseline Study on Business
and Human Rights has been conducted, and a multi-stakeholder NAP-BHR Alliance has been
established ?”® Despite these efforts, Tanzania has not yet developed a specific NAP, and there are
no laws or administrative measures requiring tech companies to comply with the UNGPs, particularly
in the context of GenAl.

In Tanzania, the legal framework for access to justice is supported by the Constitution of the United
Republic of Tanzania, which guarantees the right to a fair trial and access to justice. Article 13 of the
Constitution provides that everyone has the right to seek justice and obtain a remedy for violations
of their rights. The Tanzania Judiciary, through the High Court and other judicial bodies, administers
justice and seeks to ensure that legal remedies are accessible to all citizens. Tanzania has also
established the Commission for Human Rights and Good Governance, which addresses complaints
against public officials and institutions?” Tanzania has made significant efforts to promote access to
justice through legal aid programmes and community-based dispute resolution mechanisms. There
are no specific laws or mechanisms addressing GenAl-related harms. Victims of GenAl-related harms
can seek remedies through human rights and civil litigation processes, but the absence of targeted
regulations makes it difficult to address GenAl harms.



31 ARTIFICIAL MEDIA, REAL RIGHTS: THE IMPACT OF GEN Al ON FREEDOM OF EXPRESSION IN EASTERN AND SOUTHERN AFRICA

Uganda

Uganda is leveraging the potential of GenAl tools towards developmental initiatives which includes
productivity boost, driving innovation and increasing positive economic impacts”® However, these tools
are also used to spread bias and information disorder while facilitating surveillance.”” The Constitution
of Uganda, 1995, guarantees the right to freedom of expression under Article 29, while allowing for
limitations if the enjoyment prejudices the fundamental or other human rights and freedoms of others
or the public interest. This constitutional right is subject to regulation under various laws including
the Uganda Communications Act, Cap. 103, 2013. The law regulates broadcasting and electronic
communications while the Press and Journalist Act, 1995'°, Uganda Communications (Content)
Regulations, 2019 and Computer Misuse Act, Cap. 96, 2011 criminalise dissemination of malicious
information and false information and the misuse of digital technologies®® These laws, while not
GenAl-specific, may be applied to regulate the dissemination of harmful or misleading Al-generated
content but they have also raised human rights concerns in their application. The Ministry of ICT and
National guidance and the National Information Technology Authority (NITA-U) provide oversight and
implementation functions for ICT policies in Uganda while the Uganda Communications Commission
(UCC) regulates communications and broadcasting.

The right to privacy is enshrined in Article 27 of the Constitution and operationalised through the Data
Protection and Privacy Act, Cap. 97, 2019% This Act establishes a legal framework for the protection
of personal data which includes data protection principles such as informed consent, data accuracy,
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and the implementation of security safeguards. It also outlines the rights of data subjects such as
the ability to access, rectify, and erase their personal information. The Personal Data Protection Office,
created under the Act, is tasked with overseeing its implementation. Alongside NITA-U and the UCC,
this office plays a critical role in ensuring compliance with data protection standards.

In Uganda, copyright is governed by the Copyright and Neighbouring Rights Act, Cap. 222, 2006,
which provides protection for a wide range of creative works, including literary, musical, artistic,
and audio-visual content, as well as computer programs** The Act grants authors exclusive rights
to control the use, reproduction, and distribution of their works. The Uganda Registration Services
Bureau (URSB) is responsible for administering and enforcing intellectual property rights, conducting
public awareness campaigns, processing applications, and ensuring legal compliance. While the
law does not explicitly address Al-generated content, its general provisions extend to protecting
the rights of creators in the context of GenAl, and the training of GenAl systems using copyrighted
input data may constitute copyright infringement unless it is for private, non-commercial purposes
or for teaching, academic research, or professional training.

Uganda has demonstrated a commitment to the UNGPs through national dialogues and the
development of a NAP on Business and Human Rights!®® The Uganda Human Rights Commission
(UHRC), the Office of the High Commissioner for Human Rights (OHCHR) and other key partners
have played key roles in these efforts!? The NAP addresses business-related human rights abuses
and promotes corporate accountability. However, it does not specifically address the implications
of GenAl, and there are currently no legal requirements for technology companies to align with the
UNGPs in the context of Al development and deployment.

Access to justice is a constitutionally protected right under Article 28 and 44(c) which guarantees
the right to fair hearing, Article 50 of the Constitution, which empowers individuals whose rights
have been violated to seek redress through a competent court and Article 126, which provides the
principles to be followed by courts while administering justice. Justice in Uganda is administered by
the Judiciary through courts of judicature; the Supreme Court, Court of Appeal/ Constitution court,
the High Court; and other subordinate courts whose mandate is to ensure that justice is accessible
to all. The Uganda Human Rights Commission also has powers to hear complaints against public
officials and institutions® Uganda has made significant progress in expanding access to justice
through legal aid initiatives and community-based dispute resolution mechanisms. However, the
legal system lacks specific provisions for addressing harms caused by GenAl. While victims may
pursue redress through general legal channels, the absence of targeted regulations makes it difficult
to effectively address the unique risks associated with GenAl technologies.
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GenAl tools are used in sectors such as education, agriculture, and digital entrepreneurship, with
growing interest among youth and tech innovators in Zambia°®® However, concerns are rising about
the potential for these tools to exacerbate existing digital harms. A 2023 UNESCO global report on
TFGBV warns that GenAl can be used to create convincing fake narratives, manipulated images,
and defamatory content targeting women, particularly those in public-facing roles!® While Zambia-
specific GenAl abuse cases have not yet been widely documented, concerns have been expressed
regarding the country’s broader human rights environment - the 2024 Human Rights Watch report
on Zambia highlighted ongoing challenges in protecting freedom of expression and digital safety,
especially for civil society actors and journalists™® These developments suggest that as GenAl
becomes more accessible in Zambia, it could be weaponised in ways that disproportionately harm
women, journalists and media practitioners.

Zambia’s legal and institutional framework provides a foundational basis for regulating digital
technologies, including the emerging field of GenAl, though specific legislation targeting GenAl
remains absent. The Constitution of Zambia, 2016, guarantees the right to freedom of expression under
Article 20, while allowing for limitations in the interest of public order, morality, and national security.
This right is further limited by the Cyber Crimes Act of 2025, which criminalises the transmission
of deceptive electronic communications, provisions that are increasingly relevant in the context of
GenAl-generated content™” Zambia has not enacted GenAl-specific laws, however, the launch of
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its National Al Strategy marks a significant step toward establishing a framework for the ethical and
responsible development and use of Al technologies. A closer look at the strategy reveals that it
does not include targeted measures to safeguard freedom of expression in relation to GenAl. State
institutions such as the Zambia Information and Communications Technology Authority (ZICTA),
Zambia Cybersecurity Agency and the Independent Broadcasting Authority (IBA) provide regulation
and oversight regarding ICT services and broadcasting to ensure compliance with legal standards
and promote responsible digital practices.

The right to privacy is protected under Article 17 of the Constitution and is operationalised through
the Data Protection Act of 2021.™ This Act establishes a legal framework for data protection, including
principles such as informed consent, data accuracy, and the implementation of security measures
to safeguard personal information. It also guarantees data subjects the rights to access, rectify, and
erase their data. The Act does not specifically address GenAl but its provisions may be applied to
data processing by Al systems. The Data Protection Commissioner, in collaboration with ZICTA, is
responsible for overseeing data protection practices and ensuring compliance with the law.

Zambia’s intellectual property regime is governed by the Copyright and Performance Rights Act No.
44 of 1994, which protects a wide range of creative works, including literary, musical, artistic, and
audio-visual content, as well as computer programs.™ The Act grants authors exclusive rights to
control the use, reproduction, and distribution of their works. The Zambia Intellectual Property Office
(ZIPO) is responsible for administering and enforcing the provisions of the Act. While the law does
not explicitly address Al-generated content, its general provisions can be interpreted to extend
protection to works created with the assistance of GenAl which may assist with protecting creators’
rights in the digital environment. The training of GenAl systems may potentially infringe copyright
if it does not fall within fair dealing exceptions, including for private study or research for personal
purposes otherwise than for profit.

Zambia has also made progress in aligning its national policies with the United Nations Guiding
Principles on Business and Human Rights (UNGPs). Collaborations with the Danish Institute for
Human Rights and the Zambia Human Rights Commission have supported the development of a
National Baseline Assessment on Business and Human Rights, completed in 2016 Following a
recommendation accepted during the 2017 Universal Periodic Review, efforts to develop a National
Action Plan (NAP) are ongoing. These initiatives aim to integrate human rights considerations into
business practices. However, Zambia has not yet introduced specific laws or administrative measures
requiring technology companies to comply with the UNGPs, particularly in the context of GenAl.

Access to justice is a constitutionally protected right under Article 18 of the Constitution, which
guarantees individuals the ability to seek legal remedies for violations of their rights. The judiciary,
led by the Supreme Court and supported by other judicial bodies, seeks to ensure that justice is
accessible to all. The Human Rights Commission further strengthens accountability by addressing
complaints against public officials and institutions. Zambia has made significant efforts to expand
access to justice through legal aid programmes and community-based dispute resolution mechanisms.
However, the legal system currently lacks specific provisions for addressing harms caused by GenAl.
While victims may pursue redress through general legal channels, the absence of targeted regulations
makes it difficult to effectively address the unique risks associated with GenAl technologies.
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GenAl tools are influencing sectors such as media, education, and civic engagement in Zimbabwe as
journalists and content creators are experimenting with Al for storytelling and translation. However,
a 2024 UNESCO-supported study by the Media Institute of Southern Africa (MISA) documented a
rise in TFGBV against women journalists in Zimbabwe™ While not all incidents involved GenAl, the
report warns that Al-generated content such as fake quotes, manipulated images and deepfakes
could soon amplify these attacks. Zimbabwe’s digital space has already seen coordinated online
harassment campaigns, and the integration of GenAl into these tactics could worsen the situation”

The Constitution of Zimbabwe, 2013 guarantees the right to freedom of expression under Article
20 and provides for limitations in the interest of public order, morality, and national security.™ The
protection of this right is further complicated by the Cyber and Data Protection Act of 2021, which
criminalises the dissemination of false information through ICTs" While Zimbabwe has not enacted
GenAl-specific laws, it relies on existing legal frameworks to govern the use of ICTs. State institutions
such as the Postal and Telecommunications Regulatory Authority of Zimbabwe (POTRAZ) and
the Zimbabwe Media Commission regulate telecommunications and media practices to ensure
compliance with legal standards.
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The right to privacy is protected under Section 57 of the Constitution and is operationalised through
the Cyber and Data Protection Act, 2021. This Act provides a legal framework for data protection which
includes principles such as informed consent, data accuracy, and the implementation of security
measures to safeguard personal information. It also guarantees data subjects the rights to access,
rectify, and erase their data. Although the Act does not specifically address GenAl, its provisions apply
to Al-driven data processing. POTRAZ and the Zimbabwe Media Commission are the key institutions
responsible for overseeing data protection and privacy, ensuring that digital technologies are used
in a manner that respects individual rights.

Zimbabwe’s intellectual property regime is governed by the Copyright and Neighbouring Rights Act
No. 11 of 2000. It protects creative works, including literary, musical, artistic, and audio-visual content,
as well as computer programmes.?° The Act provides authors with exclusive rights to control the
use, reproduction, and distribution of their works. The Zimbabwe Intellectual Property Office (ZIPO)
is responsible for administering and enforcing the Act and the Act does not address Al-generated
content directly. However, its general provisions can be interpreted to extend protection to works
created with the assistance of GenAl which may assist to protect authors’ rights in the digital
environment. The training of GenAl systems using input data may potentially infringe copyright.

Zimbabwe has not yet developed a National Action Plan (NAP) on Business and Human Rights. Existing
policies focus on general human rights and sustainable development, and they do not specifically
address the human rights implications of GenAl. Furthermore, there are no legal or administrative
measures requiring technology companies to comply with the UNGPs in the context of Al technologies
which highlights a gap in the regulatory framework.

Access to justice is a constitutionally protected right under Section 69 of the Constitution, which
guarantees individuals the ability to seek legal remedies for violations of their rights. The role of the
judiciary, led by the Supreme Court and supported by other judicial bodies, is to ensure that justice
is accessible to all. The Zimbabwe Human Rights Commission further strengthens accountability by
addressing complaints against public officials and institutions.”' Zimbabwe has made key progress in
expanding access to justice through legal aid programmes and community-based dispute resolution
mechanisms. However, the legal system currently lacks specific provisions for addressing harms
caused by GenAl. While victims may pursue redress through general legal channels. The absence of
targeted regulations makes it difficult to effectively address the unique risks associated with GenAl
technologies.
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4. Conclusion
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The analysis above is limited to the international, regional and national standards on GenAl and
expression-related rights in eight countries in Eastern and Southern Africa. In the national contexts, it
analyses the constitutional, policy and institutional landscape for GenAl and freedom of expression-
related rights. It shows that while constitutional protections for freedom of expression exist in all eight
countries studied, policy and institutional frameworks remain largely underdeveloped in addressing
the specific risks and impacts of GenAl. Current laws on freedom of expression, false information,
data protection, copyright, and corporate accountability are often outdated or insufficiently aligned
with international human rights standards, and this leave critical gaps in regulation, oversight, and
access to remedies.

01. Out of the eight countries, only South Africa does not have cyber-related laws that seek
to criminalise the publication of false information;

02. While countries such as Kenya, Rwanda, South Africa, Zambia have national Al
strategies, none of the eight countries studies have a GenAl-specific law or policy.
Instead, these laws depend on general ICT, cybercrime, copyright and media laws to
address emerging Al systems risks. This legal gap raises concerns about compliance
with international obligations to ensure legal clarity, proportionality, and necessity in any
restriction of expression.

03. Some countries under review such as Kenya have adopted national Al strategies or
data protection laws but they often lack explicit and direct human rights safeguards or
mechanisms for corporate accountability as required under international human rights
frameworks such as the UNGPs.

04. There are new concerns as to whether copyright laws in Eastern and Southern African
countries can protect artists’ intellectual property rights given the increasing use of
GenAl tools for artistic expressions.

05. There is an absence of targeted laws and policies that address the impacts of Gen Al
on freedom of expression. For instance, the lack of robust legal remedies for GenAl-
related harms undermines the right to an effective remedy, a core principle under
international business and human rights law.

06. Overall, the report identifies the need for harmonised and rights-based regulatory
approaches that align national legal systems with evolving international standards on
freedom of expression in the GenAl era.

Furthermore, this report reveals that GenAl tools are primarily being adopted for economic purposes
across the eight countries studied. More critically, it highlights a significant information gap on how
these tools infringe upon the right to freedom of expression and related rights. This gap stems from
the fact that most of the countries analysed are heavily focussed on the developmental and economic
benefits of GenAl, which is often at the expense of establishing adequate human rights safeguards.
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To ensure that GenAl technologies are harnessed in ways that uphold freedom of expression and
related rights, there is a need for comprehensive and rights-based legal reforms. These should be
informed by international and regional human rights standards, including the ICCPR, the African
Charter, and the UNGPs. Policymakers, regulators, and stakeholders must work collaboratively to
develop clear, enforceable standards and measures that promote transparency, accountability, and
equitable access to justice regarding the impacts of GenAl on the right to freedom of expression.
Without such standards and measures, the promise of GenAl risks being overshadowed by its
potential to erode human rights and deepen existing inequalities.



5. Recommendations
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Initiate and support comprehensive legislative reviews to assess the adequacy of current
laws in addressing GenAl's human rights implications.

Establish independent oversight bodies or strengthen existing regulatory mechanisms
(e.g., data protection authorities, media councils) with clear mandates to monitor use of
GenAl and LLMs and enforce human rights compliance.

Require Human Rights Impact Assessments (HRIAs) for all public sector GenAl
deployments, particularly in sectors such as law enforcement, education, and media.

Guarantee judicial and non-judicial remedies for individuals affected by GenAl-related
harms, including misinformation, defamation, or algorithmic discrimination.

Champion participatory multi-stakeholder legislative processes that involve civil society,
academia, and affected communities in drafting GenAl-related laws.

Integrate digital literacy and Al ethics into national education curricula, emphasising
rights, responsibilities, and critical thinking.

Promote inter-agency coordination between data protection, media, and ICT regulators
to ensure a harmonised and rights-aligned approach to GenAl governance.

Proactively conduct and publish periodic human rights impact assessments for GenAl
and LLMs systems, particularly those deployed in high-risk contexts with heightened
public discourse such as media, elections and protests.

Detect and label Al-generated content and provide effective and accessible remedial
mechanisms.

Implement transparent redress mechanisms including clear appeals processes for users
whose content is removed or suppressed by GenAl tools.

Disclose training data sources and model limitations for GenAl tools, especially where
outputs may affect public information, cultural narratives, or individual reputations.

Engage in meaningful consultation with affected communities, civil society, and
regulators to co-develop ethical GenAl practices and accountability frameworks.
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Develop GenAl-specific interpretive guidance on how existing human rights standards —
particularly freedom of expression, privacy, and access to information — apply to GenAl
technologies with practical examples for national implementation.

Support regional and national capacity-building programnmes to train regulators, judges,
and national human rights institutions on GenAl governance and human rights impact
assessments.

Facilitate inclusive global dialogues that ensure African perspectives and experiences
are reflected in the development of international GenAl norms and standards.

Encourage integration of GenAl risks into Universal Periodic Review (UPR) reports and
other treaty body reporting processes to promote state accountability on GenAl tools.

Actively monitor and report on GenAl-related rights impacts including freedom of
expression, privacy, and access to justice.

Provide legal and policy advice to governments on aligning national Al governance with
international human rights standards.

Facilitate public complaints mechanisms for individuals affected by GenAl-related harms
and advocate for appropriate remedies.

Engage in public education campaigns to raise awareness of digital rights and the
implications of GenAl technologies.

Actively monitor and report on GenAl-related rights violations with a focus on vulnerable
and marginalised groups.

Advocate for inclusive and rights-based Al governance to ensure that national and
regional policies reflect community needs and uphold international human rights
standards.

Significantly invest in and implement public awareness and digital literacy programs on
GenAl, including how it works, its risks, and how individuals can protect their rights.

Collaborate with media, academia, and tech developers to jointly develop and
implement ethical standards, training materials, and accountability tools for GenAl use.
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Produce interdisciplinary research on the legal, ethical, and social impacts of GenAl and
LLMs, with a focus on freedom of expression, privacy, and access to justice in African
contexts.

Map the development and deployment of GenAl tools and their impacts on human
rights across the region.

Support evidence-based policymaking by developing policy briefs, legal analyses, and
model legislation that address GenAl's human rights implications.

Develop training programs and curricula on Al ethics, human rights, and regulatory
innovation for legal professionals, technologists, and public officials.

Establish regional research hubs or observatories to track GenAl developments and
inform public debate and policy responses.

Adopt comprehensive editorial standards for Al-generated content with specific
disclosure requirements for different Al applications (research vs. content creation vs.
translation), mandatory human oversight protocols, and clear guidelines for protecting
confidential sources when using external Al tools.

Promote responsible journalism on GenAl through accurate, balanced, and rights-aware
reporting on its societal impacts, while educating audiences about Al-generated content
and its limitations.

Collaborate with fact-checkers, civil society, and digital platforms to counter
disinformation amplified by GenAl while safeguarding legitimate expression.

Champion press freedom and media pluralism in GenAl governance debates,
emphasising the role of independent journalism in democratic accountability and
advocating for media representation in national Al policy development processes.

Develop systematic Al governance frameworks including newsroom auditing of current
Al tools, risk assessment mapping for different use cases, and regular policy reviews
adapted to varying national regulatory environments.
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